Permittee

Create an Acct from Home Page

Permittee / Signatory (Permit Administrator)

First Person – Request Signatory Role (automatic Permit Administrator role) – 
be sure to “Create an Account, Finalize an Account, Request Signatory Access, 
and verify that Regulatory Administrator has approved your request before 
creating any other accounts or asking for other roles.
Permittee and Data Provider User Guide Sections:  1.5.1, 2.1, 2.2, 2.3, 2.4, 2.5, 2.6
Quicklinks 


Map of Participating States


Click on your State, Log In

NetDMR Welcome Page


Very important to choose Select Your Regulatory Authority from the pull 
down menu first.   (do not use any of the BAH items)          Click “Go”
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Welcome to NetDMR! If you are a permittee, you may be able to use
this web site to complets and submit DMRs slectronically for your
Facility

News

« None

Sy BAF Delaware | Go

Regulatory
Authority BAH Delaware
BAH Hawaii - HI
Warning Notice BAH Michigan
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Louisiana DEQ

New York-NY

E£PA will use the personal identifying information which you provide for the expressed pur, Region 3 - NN
Installstion of NetDMR site at the Cntrai Data Exchange and for updating and correcting| Rhode Island DEM
databases as necessary. The Agency will not make this information available for other pu. Tenngssee DWPC
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Note:  There may be more than one Regulatory Authority for your state.  For example, in Oklahoma there are three:  ODEQ (core NPDES) – OK Dept. of Agriculture (CAFOs) – EPA (Storm Water).  Be sure to select the correct Regulatory Authority.  One way to verify is to check your Permit ID, which we will discuss shortly.
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From the NetDMR Home Page:

We recommend that you Check for your Permit Number prior to creating an account.
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A

NetDMR

Welcome

Welcome to the EPA HQ - IL-NM installation of NetDMR! If you are a
permittee, you may be able to use this Web site to complete and
subrmit DMRs electronically for your facilty.

New to NetDMR?

b First fime users can
B IF you have any questions abaut NStDNR, please contact

User Name

Password

Forgot User Name? / Forgot Password? / Create a
NetDMR Account

+ There are no news items

P First time users should check to see if your
permit is available in NetDMR yet by

Warning Notice

The registration procedure for the National Installation of NetDMR is part of the United States Environmental Protection
Agency’s (EPA) Central Data Exchange, which is for authorized use only. Unauthorized access or use of this computer
syster may subject violators to criminal, civil, andfor administrative action. Al information on this computar systern may
be monitored, recorded, read, copied, and disclosed by and to authorized personnel for official purposes, including faw
enforcerment, Access or use of this computer systerm by any person, whether authorized or unauthorized, constitutes
consent to these terms.

Privacy Staternent

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the National
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click on  Checking Your Permit ID
Enter a valid 9 digit NPDES ID. 
Click on Check Permit ID
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o Check Whether a Permit is Available for Reporting in NetDMR

Enter a Permit ID*





If the permit is not available for reporting in NetDMR, a message will appear.
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o Check Whether a Permit is Available for Reporting in NetDMR

{ The Permit ID 'NM0012345' is not available for reporting in NetDMR.
* Check another Permit ID o return to the Loin page.

Enter a Permit ID* MO





Confirmation message will appear if your permit is available for electronic reporting. 
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¢ Check Whether a Permit is Available for Reporting in NetDMR

o/ The Permit ID 'NM0022250' s available for reporting in NetDMR. You
may check another Permit ID or proceed directly to Creating an Account.
If you already have a NetDMR account, Login now.

Enter a Permit ID* [NMO022250 Check PermitiD
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From this screen you can Create an Account or Login.
Click on “Creating an Account”

You will be required to enter all the fields with an asterisk.   Note the Type of User selected is “Permittee User”.  
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@ Create a NetDMR Account
General Account Information

Please provide the information requested below to create 3 NetDMR account. A ™" indicates a required entry.

Email Address: *

Enter Email Address Again: *

User Name: *

@ Use my email address as my user name
€ Creats my own user name

First Name: *

Last Namg

Telephone Number:* (¢##4-#¢4-¢444)

Organization: *

Type of User: Permities User 1=
Select One
Selected Security Questions a‘a Pm\/ev

cirmitiee U
Please provide responses for the security qulntermal User ct each question only one time. Note that answers are
case-sensitive.

Question 1+
Select One
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In addition, you will be required to answer all security questions.  Also answer the required number of security questions.  Choose from the list of questions and type in your answers.
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@ Use my email address as my user name
© create my own user name

First Name: * Cathy (PA)
Last Name: * Bius

Telephone Number:* (s44-244-¢4¢%)  [214-665-6456

Organization: * [N

Type of User:* Permitee User v/

Selected Security Questions

Please provide responses for the security questions below. Select each question only ane time. Note that answers are
case-sensitive.

Question 1*
Select One

Question 2+
Select One

Question 3*
Select One

Submit | _Reset | _Cancel
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Here is the list of questions.     Your answers are Case-sensitive.
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@ Use my email address as my user name
© create my own user name

First Name: * Cathy (PA)
Last Name: * Bius

Telephone Number:* (s44-244-¢4¢%)  [214-665-6456

Organization: * [N
Type of User:* Permitee User v/

Selected Security Questions

Please provide responses for the security questions below. Select each question only ane time. Note that answers are
case-sensitive.

Question 1*
Select One

Whatis the name of the streetwhere you grew up?
Whatis your father's middle name?

Whatwas your first pet's name?

Whatis your favorite color?

Whatis your favorite city?

Whatis your favorite vacation destination?
Whatis the name of the high school you attended?
Whatis your mother's maiden name?

Whatwas your high school mascot?

Who was your childhood hero?

Submit | _Reset | _Cancel
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Verify your responses displayed in the gray boxes.  Make any necessary changes.

Click on Verify.
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@ verify NetDMR Account Request

4 Please verify the information you entered below to create a NetDMR
account.

General Account Information

Email Address: [cathyperadm@yahoo.

User Name:
@ Use my email address as my user name
© Create my own user name. cathyperadm@yahoo o

First Name: [CamyPa

Last Name: Bius
&l
g

[Permitiee User

Telephone Number:

565-6456

orga

Type of User:

Selected Security Questions

Question 1

Whatwas yourfirst pet's name? <] |

Question 2

Whatwas your high school mascot? 7] Mascot

Ouestion 3
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NetDMR Account Request message appears stating your request is being processed.
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@ Confirm NetDMR Account Request

Thank you, cathyperadm@yahoo.com. Your NetDMR account creation request is being processed.

Within the next 24 hours, you should recsive an email that includes a Web link. Click the link and follow the
instructions on the page that is displayed to complets the account creation process. You will have 60 days to complete
the accaunt creation process. If you do not receive an email within the next 24 hours, please make sure the email has
not been inadvertently blocked by a spam filter. Contact your requltory suthority for further assistance.

Thank you.

NetDMR Support.
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Take a short break and then go to your email for a message that you must read to finalize your account.

Email – Inbox
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From the email message, you will need to click on the link in order to finalize your NetDMR account.  If the link doesn’t work, you may need to copy & paste to access this url in a different way.  
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To Complete the NetDMR Account Creation Process, answer the required security question(s) and Create a Password.   Passwords can be 8 – 20 characters, alpha & numeric; recommend you not use Special Characters.
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NetDMR Account has been created – confirmation screen.   Click on the “here to access the login page”.
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You will also receive an email stating your account has been finalized.
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Error Message encountered if you click on the link below in your email more than one time.
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`

Error message displayed on next page.

Cathy, I was thinking to add this to the training material after the account created successfully and then user tried

to click on the link again.
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The next step is to request access.

REQUEST ACCESS
How do I decide what roles I will need?  Review the chart to view the activities that can be performed by each user type.

[image: image18]
Note:  The first person creating an account for NetDMR must be a person that will be signing (Signatory role) the DMRs.  This person will automatically be given Permit Administrator role.  As others in your company or data providers (such as labs) create an account and request Permit Administrator, Edit, or View roles, this person will be able to approve access.  All other Signatory requests must be approved by the Regulatory Authority.
Enter your User Name and Password.  Click Submit.
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Welcome

Welcome to the EPA HQ - IL-NM installation of NetDMR! If you are a
permittee, you may be able to use this Web site to complete and
subrmit DMRs electronically for your facilty.

New to NetDMR?

b First fime users can
B IF you have any questions abaut NStDNR, please contact

User Name

Password

Forgot User Name? / Forgot Password? / Create a
NetDMR Account

+ There are no news items

P First time users should check to see if your
permit is available in NetDMR yet by

Warning Notice

The registration procedure for the National Installation of NetDMR is part of the United States Environmental Protection
Agency’s (EPA) Central Data Exchange, which is for authorized use only. Unauthorized access or use of this computer
syster may subject violators to criminal, civil, andfor administrative action. Al information on this computar systern may
be monitored, recorded, read, copied, and disclosed by and to authorized personnel for official purposes, including faw
enforcerment, Access or use of this computer systerm by any person, whether authorized or unauthorized, constitutes
consent to these terms.

Privacy Staternent
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Click on the Request Access
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Enter the 9 digit NPDES ID and select the Role from the drop down menu and Click “Update”.  You can request access for more than one NPDES ID.
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Home | My Account | Request Access | Help | Logout & Usaricathyperadm@yahoo.com, Permittes User

A EPA HQ — IL-NM
NetDMR

Search Import DMRs Download
AllDMRs 8 CORs | Perform Import. | Blank DMR Form
Check Results

o Request Access to Permits and Associated DMRs

Enter the ID for the permit whase DMRs you would like to access and click the Update button to see the roles that you can request,
Repeat this process for each permit you would like to request access to. You can make one o more access requests from this page.

Permit ID: 0022250 Update

Role: Srlect On =

Nate: Permit Administrator role cames with Signatary rale.

Add Request

o Access Requests

A summary of the current access requests is presented below.

Permit 1D Requested Role  Remove Access Request

No Permits found

oo
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Choose the Role(s):   The initial request for “Signatory” will automatically include the Permit Administrator role.  Choose Signatory, click on Add Request.  (See the Tip on page 25 of the User Guide)  Others at your facility may request the Signatory, Permit Administrator, Edit and/or View roles.
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Search Import DMRs Download
AllDMRs 8 CORs | Perform Import. | Blank DMR Form
Check Results

o Request Access to Permits and Associated DMRs

Enter the ID for the permit whase DMRs you would like to access and click the Update button to see the roles that you can request,
Repeat this process for each permit you would like to request access to. You can make one o more access requests from this page.

Permit ID: 0022250 Update

Role: Sanstery, =]

Nate: Permit Administrator role cames with Signatary rale.

Add Request

o Access Requests

A summary of the current access requests is presented below.

Permit 1D Requested Role  Remove Access Request

No Permits found
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A list of permits you have requested access for will appear in the Access Requests section.   You can request to “remove access” by checking on the red X.   Very important to click on “Submit” once you have requested access for all your NPDES IDs.
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o Request Access to Permits and Associated DMRs

Enter the ID for the permit whase DMRs you would like to access and click the Update button to see the roles that you can request,
Repeat this process for each permit you would like to request access to. You can make one o more access requests from this page.

Permit ID: umooz2268 Update

Role: Select one =

Note: Permit Administrator role cames with Signatary rale.

Add Request

o Access Requests

A summary of the current access requests is presented below.

Requested Role Remove Access.

Permit 1D
Request

NM0022250 Signatory
%

NMO022268  Signatory
%
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Additional information is required for the Signatory.   Enter the required information and click Submit.      Be sure to answer the first question as it is easily missed.  You are required to answer your relationship to the facility.

Also, if you are the authorized representative, click in the radio button next to the statement.   If you are going to be authorized  by another person (such as the Mayor, President of the company), click on the radio button next to “I am authorized by the person below…..”, fill in the person’s name, title and phone number.  You may currently be authorized for the paper submittal of the DMR form, and you will need to have the authorized representative sign your Subscriber Agreement to show that you are now “authorized” to submit the electronic DMR as well.

It is very important to check the appropriate radio button below.  If you check the wrong button, you will have to create your account over as the Authorized Official’s information will not be incorporated into the Subscriber Agreement.
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# Additional Information Required

Please provide additional information associated with the Signatary rale.

PermitID Requested  Additional Information

Role

NMDDZ2250  Signatory What is your employer's relationship to the facilty or facilties? Select One

@ 1 have the authority to enter into this Agreement for the Permittes under the applicable standards.

© 1 am authorized by the person below who does have the authority to enter into this Agresment for the Permittes under
the applicable standards

Name

Title:

Phane Number:

NMDDZ2265  Signatory What is your employer's relationship to the facilty or facilties? Select One

© T have the authority to enter into this Agreement for the Permittes under the applicable standards.

@ 1 am authorized by the person below who does have the authority to enter into this Agresment for the Permittes under
the applicable standards

Name [Connie Overbay

Title: [Supervisor

Phane Number:

21ases7274

Submit | _Cance!
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A confirmation screen will appear.   Notice the responses are in the gray boxes.  Click “Confirm”
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& Confirm Access Requests

The table belaw contains the access requests that you have entered. Click Confirm to camplete submission of these access requests.

Permit1D Requested Additional Information
Role

10022250 Signatory What is your employer's relationship to the facilty or facilties? Fasilty

@ 1 have the authority to enter into this Agreement for the Permittes under the applicable standards.

© 1 am authorized by the person below who does have the authority to enter into this Agresment for the Permittes under
the applicable standards

Name

Title:

Phane

10022268 Signatory What is your employer's relationship to the facilty or facilties? Fasilty

© 1 have the authority to enter into this Agreement for the Permittes under the applicable standards.

@ 1 am authorized by the person below who does have the authority to enter into this Agresment for the Permittes under
the applicable standards

Name [Eonnie Overbay

Title: Bupervisor

Phane asss7ara

Confirm | _Cancel

©2005 NetDMR.

[oone [ netimrtes epaccrnet @

Bastert| @ Catherine s - Inbox .| @\crete an e pemitoe... | £z rvead) Yahoo! Mol .|| @ Confirm Aceess Reaue.. G oBEoB05 zwem





Your access request has been submitted for approval by the Regulatory Administrator.  
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NetDMR

Search Import DMRs Download

AllDMRs 8 CORs | Perform Import. | Blank DMR Form
Check Results

¢ Request Access to a Permit and Associated DMRs

Your access request(s) have been submitted for approval.

Click below ta print the subscriber agreement far the signatary request(s) made during this session.
Print Subscriber Agreement

Back
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Very important to click on the “Print Subscriber Agreement” when using the test environment.   While the region/state most likely will not require a signed agreement when testing, the Internal Administrator must have the Subscriber Agreement number in order to process your request.  As soon as you open this file, NetDMR will log the Agreement number.

In production, each Signatory will Print the Subscriber Agreement, sign and mail it to the Regulatory Agency.  (address shown on Agreement).   Fax copies of the agreement are not acceptable, nor is relying on the electronic Agreement contained in NetDMR.  
LOGOUT

Please wait for an email confirmation that your access has been approved or denied by the Regulatory Administrator.  

Note to Regulatory Authority:  You will need to locate the Subscriber Agreement number in order to approve their request.    Instructions for locating the Subscriber Agreement number are contained in the Regulatory User Guide Section 3.1.1.
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Agency. EPA HQ - IL-NM
Subscriber Agreement Number. 39fee7c8-0da0-4c03-3ec-Obeeead 26194
Generated On: 200-04-20 18:36:10.0

Account Reference: 240

NetDMR Subscriber Agreement Instructions Page
This form can be used for permits issued by: EPA HQ - IL-NM

Purpose

The NetDMR Subseriber Agreement should be used by Clean Water Act National Polltant Discharge
Elimination System (NPDES) permit holders that would like to apply to submit Discharge Monitoring
Reports (DMRs) clectronicaly, or changefupdate your reporting staus information from a
previously-submitted application. Submission of DMRs electronically is an aliernative to using paper forms to
il the reporting requirements of the CWA NPDES program pursuant to 40 CFR 122.410)(4).

Basic Information on Who Should Fill Out the Subscriber Agreement

* To request use of electronic reporting for DMR information, the person that is authorized to sign
discharge monitoring reports (DMRs) as described in 40CFR 122.22 (a) must sign this document as
the Signatory Authority in Section E of this document.

« Ithe Signatory Authority (named in Section E) plans to electronically sign DMRs submitted through
NetDMER, then this person wil also sign as the Subscriber (named in Section F).

« Ifthe Signatory Authority plans to have someone else sign and submit the clectronic DMRs, then this
individual must be a duly athorized represented as described in 40CFR. 122.22(b) and the duly
authorized representative must sign as the Subscriber (see Section F).

+ Ifa Signatory Authority has more than one NPDES permit for which they are responsible, and the B
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Access your email to verify signatory access request has been approved.
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Now you are ready for NetDMR and others can now create their account, finalize their account, and request access.  The Signatory person will be able to approve or deny those access requests from others in your company or from the Data Providers.  As a reminder all Signatory requests will be approved by the Regulatory Authority.
(Trainers - Go to the Walk Thru Document and log on as a different user to show more roles, user types.)
My Account     (log on to NetDMR)
You will be able to confirm that you have been given the “Signatory” rights by accessing “My Account”.
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& Usaricathyperadm@yahoo.com, Permittes User

Home | My Account | Request Access | Help | Logout

A EPA HQ — IL-NM

NEZDER

Manage Search Import DMRs view Download

Actess Requests | AllDMRs & CORs | Perform Import | permits | Blank DMR Form
Permits Check Results Users

Users

« Confirm Access Requests
{1 Access rights have been updated.

Pending Access Requests - External
Eacility PermitID Requested Access  Request  Approve Deny Comment View
Details

Name User Name
Rights Date

CathyPA  cathyperadm@yshoo.com ALBUQUERQUE, CITY OF HM0022250 Edit ox2r0s [ ]

Bius WP #2)

Back

Pending Access Requests - Internal

No results.
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Scroll down to the “My Permits” section to view access that has been granted for NPDES Permits.  You will be able to access the Subscriber Agreement from this screen also.
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Email: g

User Name: cathysigoi@yahoo.com

First Name: Cathy.

Last Name: Bius

Telephone Number: 214-665-6456
Organization: Facility

Type of User: Permittes User

Selected Security Questions

*| Click to display your security questions. Note that your sscurity answers will not be shown, however you can changs your questions and answers.

My Permits

Click any underlined column title to sort the table rows in ascending or descending order by the information in that column. If you click view All or View Partial, the
table will be displayed with the default sart arder applied.

One Permit found
Permit1D  Access Rights Access Status RequestDate Update Date Subscriber Agreement

NM0022292 Signatory  Pending 04/23/09 06136 PM 04/29/09 06:136 PM 3
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You will be able to view account information, view selected security questions, and view any pending access requests.
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First Name: Cathy PA
Last Name: Bius
Telephone Number: 214-665-6456
Organizati

Type of User: Permittes User

Selected Security Questions

*| Click to display your security questions. Note that your sscurity answers will not be shown, however you can changs your questions and answers.

My Permits

Click any underlined column title to sort the table rows in ascending or descending order by the information in that column. If you click View Al or View Partial,
the table will be displayed with the default sort arder applied.

Showing 2 Permits
Permit1D  Access Rights Access Status RequestDate Update Date Subscriber Agreement

NM0022250 Signatory  Pending 04/13/09 01153 PM 04/13/09 01:53 PM 3

NM0022268 Signatory  Pending 04/13/09 01153 PM 04/13/09 01:53 PM 3
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Edit your account information

[image: image33.png]=lolx|

He o wew oy mowe Dok b @

e - Googe oy

| custonze ks || Free ol | Windows Meda || Windows

Wome | iy Account | Request Accss | el | Logout O U s G e U
A EPA HQ — IL-NM
NetDMR

(3% | L. hitpsfjnetcntest cpacc.netjnednr-webjprotectedcommenimy _sccount fim [

Search Import DMRs Download
AllDMRs 8 CORs | Perform Import. | Blank DMR Form
Check Results

&My Account 4 Edit Account

Ema cathyperadm@yahoo.com
e R cathyperadm@yahoo.com

First Name: Cathy PA

Last Name: Bius

Telephone Number: 214-665-6456

Organization:

Type of User: Permittes User

Selected Security Questi

oo [netonries epacirnet &

Bastert| @ Cathen s - Inbox..| 8] rest an Actpemit.| £z rvead) Yahoo! Mot [ @y Aecount -somiL. (oBEeR0S tmm





Along with basic information about your account, you will be able to change the security questions and/or answers, change your password, or lock your account.
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Security Questions and Answers

*| Click to display your security questions. Note that your sscurity answers will not be shown, however you can changs your questions and answers.

Ghange Your Password

Your password must be 8-20 characters and contain both lstters and numbers.

Enter a nev 8-20 characters,
password: both letiers and
numbers)

Enter your password

Lock Your Account

Locked accounts can not access NetDMR

Lock Account
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Click one time only





TIP:  Until the first Signatory privilege is granted for a permit, no read only/edit accesses or privileges can be requested for the permit.
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